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Introduction

This P-CR proposes a false base station vulnderability key issue.

************************first change *******************************************

6.X
Key Issue #X: UE increased vulnerability when false base stations use RLOS
6.X.1
Key issues details

A false base station impersonating a PLMN which does not have any business arrangement or roaming agreement with the UE's HPLMN, by advertising support for RLOS may be able to influence the UE to attach to the false base station using RLOS access. This is more likely to occur when the UE is not able to find any HPLMN or PLMNs with roaming agreements with the HPLMN.
6.X.2
Potential Security threats

Via the false base station, the attacker may be able to corrupt the UE or extract privacy protected information either during the RLOS attach procedure, or during the follow-on service invoked via RLOS access.
